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 Our Mission Statement
At Holy Family we grow, learn and succeed in the footsteps of Jesus.
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Aims
The school is committed to creating a safe and secure online environment for all members of the school community. Our aims are to:
· Establish and maintain robust procedures and safeguards to promote the online safety and wellbeing of pupils, staff, volunteers, governors and visitors.
· Identify and provide appropriate support for pupils who may be more vulnerable to online risks and harms.
· Deliver a comprehensive and effective approach to online safety that enables all members of the school community to use digital technologies safely, responsibly and confidently, including mobile devices and emerging technologies.
· Educate pupils to become responsible digital citizens who can recognise, respond to and report online risks.
· Provide clear processes for identifying, managing, recording and escalating online safety concerns and incidents where necessary.
· Work collaboratively with parents, carers and external agencies to promote a consistent and effective approach to online safety.
· Ensure that online safety is embedded within the school's safeguarding culture and curriculum, reflecting current statutory guidance and best practice.

The 4 Key Categories of Online Risk
Our approach to online safety is based on addressing the following categories of risk:
Content: Exposure to illegal, inappropriate, misleading or harmful content, including pornography, misinformation and disinformation, fake news, racism, misogyny, self-harm, suicide, antisemitism, radicalisation and extremism. 
Contact: Harmful online interactions with other users, including peer-on-peer abuse, grooming, coercion, exploitation, inappropriate commercial influence, and adults posing as children or young people to facilitate sexual, criminal, financial or other forms of abuse.
Conduct: Online behaviour that increases the risk of harm, including bullying, harassment, the creation, sharing or receiving of nude or semi-nude images, sharing harmful content, and other unsafe or inappropriate online activity.
Commerce: Risks associated with online financial activity, including gambling, phishing, fraudulent advertising, financial scams, identity theft, and the misuse of personal or financial information.
Legislative Framework
This policy has been developed in accordance with statutory safeguarding guidance, including:
· Keeping Children Safe in Education (KCSIE) 2026, particularly the sections relating to online safety, filtering and monitoring, deepfakes and AI generated technology and Cyber security
· Teaching Online Safety in Schools (DfE).
· Relationships Education, Relationships and Sex Education (RSE) and Health Education statutory guidance.
· Searching, Screening and Confiscation guidance.
· Preventing and Tackling Bullying, including cyberbullying.
· The Prevent Duty Guidance: Protecting Children from Radicalisation.
This policy also reflects the requirements of relevant legislation, including but not limited to:
· The Education Act 1996.
· The Education and Inspections Act 2006.
· The Education Act 2011.
· The Equality Act 2010.
· The UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
· Online Safety Act 2023
The policy recognises the powers afforded to schools to address inappropriate online behaviour, including cyberbullying, and where appropriate to search, screen and confiscate electronic devices in accordance with statutory guidance and school procedures.
The policy further supports the aims of the National Curriculum, including the Computing curriculum, which promotes pupils' understanding of how to use technology safely, respectfully, responsibly and securely.
Roles and responsibilities  
Role of the Governing Board
The governing board has overall responsibility for ensuring the effectiveness of this policy and for holding the headteacher to account for its implementation.
The governing board will ensure that:
· Online safety is embedded within the school's safeguarding culture and procedures.
· Appropriate filtering and monitoring systems are in place and reviewed regularly.
· All staff receive online safety training as part of safeguarding training, together with regular updates to ensure their knowledge remains current.
· Pupils are taught how to stay safe online as part of a broad and balanced curriculum.
· Online safety arrangements are reviewed regularly through reports from the Designated Safeguarding Lead (DSL) and other relevant staff.
· Online safety provision takes account of the needs of all pupils, including vulnerable pupils and those with special educational needs and/or disabilities (SEND).

All governors will:
· Read and understand this policy.
· Comply with the school's acceptable use expectations.
· Ensure that online safety remains a key consideration when reviewing safeguarding policies and procedures.
· Support the school in promoting safe, responsible and appropriate use of technology.
The Headteacher 
The headteacher is responsible for ensuring that staff understand this policy, and that it is being implemented consistently throughout the school. 
 
The Designated Safeguarding Lead 
Details of the school’s designated safeguarding lead (DSL) and deputies are set out in our child protection and safeguarding policy, as well as relevant job descriptions. 
Designated Safeguarding Leads (DSL’s)
The DSL’s have lead responsibility for online safety and will:
· Support the headteacher in ensuring that this policy is implemented consistently across the school.
· Work with the headteacher and governing board to review and update this policy regularly.
· Oversee the school's filtering and monitoring arrangements and work with relevant staff and service providers to ensure they remain effective.
· Manage and respond to online safety concerns and incidents in line with the school's safeguarding and child protection procedures.
· Ensure that online safety incidents and concerns, including cyberbullying, are recorded and addressed appropriately.
· Provide advice, support and training for staff on online safety matters.
· Liaise with parents, external agencies and other professionals where appropriate.
· Provide regular reports and updates on online safety to the headteacher and governing board.
· Undertake or contribute to regular risk assessments relating to online safety.
· Keep staff updated on online safety issues and emerging risks through safeguarding training and regular briefings.
· The DSL may delegate specific responsibilities where appropriate; however, overall accountability for online safety remains with the DSL.
The Business Manager 
The ICT Manager (or designated technical support provider) is responsible for:
· Maintaining the security and integrity of the school's ICT systems, networks and devices.
· Ensuring appropriate filtering and monitoring systems are in place, effective and reviewed regularly.
· Protecting school systems against unauthorised access, viruses, malware and other cyber security threats.
· Carrying out regular security checks and monitoring the effectiveness of technical safeguards.
· Managing access to school systems and ensuring appropriate user permissions are in place.
· Blocking access to harmful, inappropriate or illegal content, where possible, while supporting teaching and learning requirements.
· Working with the DSL and senior leaders to investigate and respond to online safety concerns, incidents and emerging risks.
· Providing technical advice and support to help the school meet its safeguarding and online safety responsibilities.

All staff and volunteers 
All staff, including agency staff, contractors and volunteers, are responsible for:

· Reading, understanding and complying with this Online Safety Policy.
· Implementing this policy consistently and modelling safe and responsible use of technology.
· Adhering to the school's Acceptable Use Agreements and ensuring that pupils understand and follow the expectations for safe technology use.
· Being aware of the school's filtering and monitoring arrangements and reporting any concerns about their effectiveness to the DSL or relevant member of staff.
· Following school procedures where access to filtered content is required for legitimate educational purposes.
· Reporting all online safety concerns, incidents or safeguarding risks promptly in line with the school's safeguarding procedures.
· Supporting the school in preventing, identifying and responding to incidents of cyberbullying and inappropriate online behaviour.
· Responding appropriately to concerns relating to child-on-child abuse, sexual harassment and sexual violence, whether online or offline, and maintaining an attitude of "it could happen here".
· Keeping up to date with online safety training and emerging online risks relevant to their role.

.
Parents and Carers
· Support the school in promoting the safe, responsible and respectful use of technology and the internet.
· Familiarise themselves with this Online Safety Policy and the school's expectations for online behaviour.
· Monitor and supervise their child's use of digital devices, online platforms and social media, in an age-appropriate manner.
· Encourage their child to report any online concerns, worries or incidents to a trusted adult.
· Work in partnership with the school to address any online safety concerns, including cyberbullying or inappropriate online behaviour.
· Encourage their child to report any online concerns, worries or incidents to a trusted adult.
· Work in partnership with the school to address any online safety concerns, including cyberbullying or inappropriate online behaviour.
· Promote positive online behaviours and help children develop the knowledge and skills needed to stay safe online.
· Attend or engage with online safety information, guidance and resources provided by the school where possible.
· Inform the school of any significant online safety concerns that may affect a pupil's wellbeing, safety or learning.
Parents and carers should be aware that while the school takes reasonable steps to educate pupils and maintain safe systems, responsibility for children's use of technology outside school rests primarily with parents and carers.

Online Safety Education
Online safety is taught throughout the curriculum and is embedded within the school's safeguarding approach. Pupils are taught how to use technology safely, responsibly, respectfully and securely through the Computing curriculum, Relationships Education and other relevant curriculum areas. 
 Key Stage 1
Pupils will be taught to:
· Use technology safely and respectfully.
· Keep personal information private.
· Identify trusted adults and know where to go for help and support if they have concerns about anything they see or experience online.

Key Stage 2
Pupils will be taught to:
· Use technology safely, responsibly and respectfully.
· Recognise acceptable and unacceptable online behaviour.
· Understand how to report concerns about online content, contact or conduct.
· Evaluate online information and recognise that not everything online is trustworthy.

By the End of Primary School
Pupils will know:
· That people may behave differently online and may not always be who they claim to be.
· That the same principles of respect and kindness apply both online and offline.
· How to recognise online risks, including harmful content, inappropriate contact and unsafe conduct.
· How and when to seek help and report concerns.
· How information and personal data can be shared and used online.
· How to develop safe and healthy online relationships.
· How to respond safely to contact from people they do not know.

Online safety messages will be reinforced through assemblies, curriculum activities, safeguarding initiatives and engagement with parents and carers.
Where appropriate, teaching will be adapted to meet the needs of vulnerable pupils and pupils with special educational needs and/or disabilities (SEND), recognising that some children may require a more personalised approach to online safety education. 
The school recognises the important role that parents and carers play in helping children stay safe online.
The school will support parents and carers by:
· Sharing information, advice and guidance about online safety through newsletters, the school website, workshops, meetings and other communications where appropriate.
· Providing access to this Online Safety Policy and other relevant safeguarding information.
· Informing parents and carers about the online platforms, applications and digital resources used by pupils in school where appropriate.
· Encouraging parents and carers to work in partnership with the school to promote safe, responsible and positive use of technology.
Parents and carers who have concerns about online safety or safeguarding should contact the Designated Safeguarding Lead (DSL), headteacher or another appropriate member of staff.
Cyberbullying
Definition
Cyber-bullying is bullying that takes place through digital technologies, including social media, online gaming, messaging services, websites and mobile devices. Like all forms of bullying, it involves behaviour that is intended to cause harm and may be repeated over time. 
Prevention and Response
The school is committed to preventing and addressing cyber-bullying through education, support and appropriate intervention.
The school will:
· Teach pupils about cyber-bullying, including how to recognise it, prevent it and report concerns. 
· Promote positive and respectful online behaviour through the curriculum, including Computing, Relationships Education, PSHE and other relevant areas of learning.
· Ensure that pupils know how to seek help if they experience or witness cyber-bullying.
· Provide staff with appropriate training on identifying and responding to cyber-bullying as part of safeguarding training.
· Work with parents and carers to promote safe and responsible online behaviour.
· Respond to incidents of cyber-bullying in accordance with the school's Behaviour Policy and Child Protection and Safeguarding Policy.
Where cyber-bullying involves illegal, harmful or safeguarding-related content, the school will take appropriate action to safeguard those involved and, where necessary, seek support from external agencies, including the police. 

Cybersecurity and Online Safety
The school recognises that cybersecurity is an integral part of safeguarding and is committed to protecting pupils, staff and families from online harm. We will take proportionate measures to maintain secure digital systems, protect personal data, and reduce the risk of cyber incidents that could impact the safety and wellbeing of children. 
Pupils will be taught how to use technology safely and responsibly, including how to recognise phishing, scams, misinformation, inappropriate contact and other online risks. Staff will receive regular training to ensure they understand their responsibilities in relation to cybersecurity, data protection, filtering and monitoring, and the reporting of concerns. Any suspected cyber incident, data breach or compromise of school systems will be reported and managed in line with safeguarding, data protection and incident response procedures. The school will regularly review its cybersecurity arrangements to ensure they remain effective and aligned with current statutory safeguarding guidance, including Keeping Children Safe in Education 2026 and the Department for Education's Cyber Security Standards for Schools. We are currently using Smoothwall for our Filtering and Monitoring.

Examining Electronic Devices
The headteacher, and any member of staff authorised by the headteacher, may search and confiscate an electronic device where there are reasonable grounds to believe that the device:
· Presents a risk to the safety or wellbeing of pupils or staff;
· Contains material that is prohibited under school rules; or
· May contain evidence relating to a criminal offence.
Before carrying out a search, staff will consider the urgency of the situation, assess any safeguarding risks, explain the reason for the search to the pupil where appropriate, and seek the pupil's cooperation. Authorised staff may examine data or files on a confiscated device where there is a good reason to do so. In exceptional circumstances, data or files may be deleted where their continued existence is likely to cause harm and they are not required as evidence in relation to a suspected offence.
Where staff identify material that may place a child or another person at risk, safeguarding procedures will be followed immediately.
If a member of staff suspects that a device contains a nude or semi-nude image of a child, they will:
· Not view the image unless there is no reasonable alternative;
· Confiscate the device where appropriate;
· Report the matter immediately to the DSL;
· Follow current DfE and UKCIS guidance on the management of incidents involving the sharing of nude and semi-nude images.
Searching, screening and confiscation will be carried out in accordance with:
· The DfE guidance Searching, Screening and Confiscation;
· UKCIS guidance Sharing Nudes and Semi-Nudes: Advice for Education Settings Working with Children and Young People;
· The school's Relational Policy;
· The school's Child Protection and Safeguarding Policy. 
Any complaints relating to the searching of pupils or the examination or deletion of data on electronic devices will be dealt with in accordance with the school's Complaints Procedure.
Artificial Intelligence (AI)
Artificial Intelligence (AI) tools are becoming increasingly common in education and everyday life. Staff, pupils and parents/carers may encounter AI-powered tools and services, including Microsoft Copilot, ChatGPT, Google Gemini and other emerging technologies.
The school recognises that AI can support teaching, learning, administration and accessibility when used appropriately. However, AI technologies can also present safeguarding, privacy and educational risks.
Potential risks include:
· The creation, sharing or promotion of inaccurate, misleading or harmful content;
· The generation of inappropriate, offensive or discriminatory material;
· The creation and distribution of manipulated images, audio and video, including deepfakes;
· Cyberbullying, harassment, impersonation and online abuse;
· Exposure to harmful, extremist or age-inappropriate content;
· Privacy, data protection and confidentiality breaches;
· The misuse of AI to deceive, exploit or manipulate others.
The school will support pupils to develop an age-appropriate understanding of AI and emerging technologies as part of its online safety and computing curriculum. Pupils will be taught to question the reliability of AI-generated content, understand that AI can make mistakes and recognise when they should seek advice from a trusted adult.
Staff may use approved AI tools to support their professional responsibilities where this is lawful, appropriate and in line with school policies. Staff must not enter personal data, safeguarding information, confidential school information or any information that could identify a pupil, parent or member of staff into public AI systems unless explicitly authorised and compliant with data protection requirements.
All AI-generated content used for teaching, communication, assessment preparation or administrative purposes must be reviewed by a member of staff before use. Responsibility for the accuracy, suitability and safeguarding implications of any content remains with the member of staff and not the AI system.
Any concern regarding the misuse of AI, including deepfakes, manipulated content, impersonation, online abuse, inappropriate AI-generated material or safeguarding concerns, must be reported immediately to the Designated Safeguarding Lead (DSL) and managed in line with the school's Child Protection and Safeguarding Policy.
The school will keep developments in AI under review and will ensure that staff receive appropriate training on emerging technologies, safeguarding risks and the safe, ethical and responsible use of AI.
Acceptable Use of Technology and the Internet
The school expects all pupils, staff, governors, volunteers and visitors to use technology safely, responsibly and in accordance with the school's Acceptable Use Agreements.
Pupils, staff and other relevant members of the school community will be asked to read and agree to the appropriate Acceptable Use Agreement. These agreements set out expectations for the safe and responsible use of the school's devices, systems and internet access.
Use of the school's ICT systems, devices and internet access must support learning, safeguarding, school business or other authorised school activities.
The school operates appropriate filtering and monitoring systems to help safeguard pupils and staff and to ensure that technology is used appropriately and safely. Users should be aware that activity on school devices and networks may be monitored in accordance with relevant legislation and school policies.
Any misuse of the school's ICT systems or internet access will be addressed in line with the school's Relational Policy, Child Protection and Safeguarding Policy, Staff Code of Conduct and other relevant policies, as appropriate.
[bookmark: _Hlk235712761]Staff Use of Work Devices Outside School
Staff using school devices outside of school are responsible for taking reasonable steps to maintain their security and protect school data.
This includes:
· Keeping devices secure and password protected.
· Not sharing school devices or accounts with family members or other unauthorised individuals.
· Ensuring devices are not left unattended in unsecured locations.
· Following the school's data protection, acceptable use and information security requirements.
· Reporting any loss, theft, damage or suspected security breach involving a school device as soon as possible.
· Using school devices primarily for authorised school business and professional purposes.
Staff must not use school devices in a way that could compromise safeguarding, confidentiality, data protection or the reputation of the school.
Any concerns regarding the security or use of school devices should be reported to the ICT support team and/or a member of the senior leadership team.
This section should be read alongside the Staff Acceptable Use Agreement, Data Protection Policy and Staff Code of Conduct.
Responding to misuse of technology
The school will respond to any misuse of technology in a fair, proportionate and consistent manner.
Where a pupil misuses the school's ICT systems, devices or internet access, the school will respond in accordance with the school's Relational Policy, Acceptable Use Agreements, Child Protection and Safeguarding Policy, and any other relevant policies. The action taken will depend on the nature, circumstances and seriousness of the incident. Where a member of staff misuses the school's ICT systems, devices or internet access, or where the misuse of a personal device constitutes misconduct, the matter will be managed in accordance with the school's Staff Code of Conduct, Disciplinary Policy and other relevant procedures. The action taken will depend on the nature, circumstances and seriousness of the incident.
Where an incident involves safeguarding concerns, illegal activity, suspected criminal offences, harmful content or a significant risk of harm to a child or other member of the school community, the school will take appropriate action and, where necessary, involve external agencies, including the police, children's social care or other relevant services.
All incidents will be recorded and managed in line with the school's safeguarding and reporting procedures.
Training 
Staff and Governor Training
All new staff will receive training as part of their induction on safeguarding and online safety, including the safe use of technology, cyberbullying, online abuse, misinformation, harmful content, and the risks associated with radicalisation and extremism. 
All staff will receive regular safeguarding and online safety training, together with updates throughout the year, to ensure they remain aware of emerging technologies, online risks and safeguarding responsibilities. 
Through this training, staff will be made aware that:
· Technology is a significant factor in many safeguarding and wellbeing concerns.
· Children may be at risk of abuse, exploitation or harm online.
· Online risks can include cyberbullying, child-on-child abuse, harassment, exploitation, misinformation, online grooming, radicalisation, and the sharing of nude or semi-nude images.
· Harmful behaviour, including sexual harassment, sexual violence and bullying, may occur both online and offline. 
Training will support staff to:
· Recognise and respond appropriately to online safety and safeguarding concerns.
· Understand the risks that children may encounter online.
· Support pupils in developing the knowledge and skills needed to stay safe online.
· Promote safe, responsible and respectful use of technology.
The Designated Safeguarding Lead (DSL) and any deputies will undertake appropriate safeguarding training, including online safety, and will update their knowledge and skills regularly in line with statutory guidance. 
Governors will receive safeguarding and online safety training appropriate to their role and responsibilities.
Volunteers will receive online safety and safeguarding information and training appropriate to their role.
Further information about safeguarding training can be found in the school's Child Protection and Safeguarding Policy.
Monitoring arrangements 
The DSL logs behaviour and safeguarding issues related to online safety
This policy will be reviewed every year by the headteacher. At every review, the policy will be shared with the governing board. 
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